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1
APPLICATION PERFORMANCE
IMPROVEMENTS IN RADIO NETWORKS

CROSS REFERENCE TO RELATED
APPLICATIONS

This patent application is a continuation of U.S. patent Ser.
No. 13/228,544, filed on Sep. 9, 2011, the disclosure of which
is incorporated by reference herein in its entirety.

TECHNICAL FIELD

This invention relates generally to wireless networks and,
more specifically, relates to techniques for improving appli-
cation performance between a radio network and a wireless
node.

BACKGROUND

This section is intended to provide a background or context
to the invention disclosed below. The description herein may
include concepts that could be pursued, but are not necessar-
ily ones that have been previously conceived, implemented or
described. Therefore, unless otherwise explicitly indicated
herein, what is described in this section is not prior art to the
description in this application and is not admitted to be prior
art by inclusion in this section.

Radio networks make radio resource management (RRM)
decisions based onradio link conditions, load, buffer size, and
the like. Handover decisions are made based on radio link
conditions, load, operator policies, and additional data.
Scheduling decisions are made based on radio link condi-
tions, buffer size and various other radio parameters.

However, radio networks do not take into account real time
application feedback in RRM decision making, handover
decisions, or scheduling decisions. Therefore, if a user using
a particular application experiences degradation in perfor-
mance, the radio network may not be able to return perfor-
mance of the application to a suitable level or to increase
performance of the application.

A technique called deep packet inspection (DPI) is being
used to examine interne protocol (IP) packets in a network
such as a wireless access network. This technique is called
“deep” packet inspection because the data portion of an IP
packet can be examined in addition to examination of mul-
tiple headers in the IP packet.

Radio networks support prepaid and post-paid billing
based on volume, time, application usage, and other informa-
tion. DPI techniques can be used to identify application type
for billing purposes. However, there is no current technique
for using DPI to evaluate application performance and using
real time application performance to trigger billing optimiza-
tion. Nonetheless, DPI may be used for other scenarios, as
described below.

The third generation partnership project (3GPP) is defining
offloading solutions that would enable offloading of Internet
protocol (IP) flows based on following criteria:

1) Local IP access (LIPA);

2) Selective IP traffic offload (SIPTO); and

3) Traffic offload functions.

These offload solutions can either use APN (access point
name) or DPI (deep packet inspection) or ACL (access con-
trol list) rules. However, existing solutions do not take into
account real time application feedback in IP offload decision
making.

SUMMARY

The embodiments set forth in this section are exemplary.

In an exemplary embodiment, a method is disclosed that
includes sending a request to a user indicating options to
modify a quality of experience for one or more application
flows between a radio network and a mobile node used by the
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2

user. The request indicates the user should select one of the
following: declining an option to upgrade an existing service
to a new service able to support the one or more application
flows with a higher quality of experience than supported by
the existing service; or accepting an option to upgrade the
existing service to the new service able to support the one or
more application flows with a higher quality of experience
than supported by the existing service. The method also
includes, in response to receiving an indication the user
selected the option to upgrade the existing service, perform-
ing one or more actions to upgrade the existing service to the
new service.

In a further exemplary embodiment, a computer program
product is disclosed that includes a computer-readable
memory bearing computer program code embodied therein
for use with a computer. The computer program code com-
prises code for sending a request to a user indicating options
to modify a quality of experience for one or more application
flows between a radio network and a mobile node used by the
user. The request indicates the user should select one of the
following: declining an option to upgrade an existing service
to a new service able to support the one or more application
flows with a higher quality of experience than supported by
the existing service; or accepting an option to upgrade the
existing service to the new service able to support the one or
more application flows with a higher quality of experience
than supported by the existing service. The computer pro-
gram code also comprises code for, in response to receiving
an indication the user selected the option to upgrade the
existing service, performing one or more actions to upgrade
the existing service to the new service.

In an additional exemplary embodiment, an apparatus
includes one or more processors and one or more memories
including computer program code. The one or more memo-
ries and the computer program code configured to, with the
one or more processors, cause the apparatus to perform at
least the following: sending a request to a user indicating
options to modify a quality of experience for one or more
application flows between a radio network and a mobile node
used by the user, the request indicating the user should select
one of the following: declining an option to upgrade an exist-
ing service to a new service able to support the one or more
application flows with a higher quality of experience than
supported by the existing service; or accepting an option to
upgrade the existing service to the new service able to support
the one or more application flows with a higher quality of
experience than supported by the existing service; inresponse
to receiving an indication the user selected the option to
upgrade the existing service, performing one or more actions
to upgrade the existing service to the new service.

In an additional exemplary embodiment, an apparatus
includes at least the following: means for sending a request to
auser indicating options to modify a quality of experience for
one or more application flows between a radio network and a
mobile node used by the user, the request indicating the user
should select one of the following: declining an option to
upgrade an existing service to a new service able to support
the one or more application flows with a higher quality of
experience than supported by the existing service; or accept-
ing an option to upgrade the existing service to the new
service able to support the one or more application flows with
a higher quality of experience than supported by the existing
service; means, in response to receiving an indication the user
selected the option to upgrade the existing service, for per-
forming one or more actions to upgrade the existing service to
the new service.
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In another exemplary embodiment, a method includes
receiving from a radio network a request corresponding to
one or more application flows between the radio network and
a mobile node. The received request indicates a user of the
mobile node should select one of the following: declining an
option to upgrade the existing service to a new service able to
support the one or more application flows with a higher qual-
ity of experience than supported by the existing service; or
accepting an option to upgrade the existing service to a new
service able to support the one or more application flows with
a higher quality of experience than supported by the existing
service. The method includes displaying on a display of the
mobile node a message suitable to allow the user to select one
of the options; allowing the user to select one of the options;
and in response to the user selecting the option to upgrade the
existing service, sending from the mobile node to the radio
network an indication the user selected the option to upgrade
the existing service.

In an additional exemplary embodiment, a computer pro-
gram product includes a computer-readable memory bearing
computer program code embodied therein for use with a
computer. The computer program code includes code for
receiving from a radio network a request corresponding to
one or more application flows between the radio network and
a mobile node. The received request indicates a user of the
mobile node should select one of the following: declining an
option to upgrade the existing service to a new service able to
support the one or more application flows with a higher qual-
ity of experience than supported by the existing service; or
accepting an option to upgrade the existing service to a new
service able to support the one or more application flows with
a higher quality of experience than supported by the existing
service. The computer program code includes code for dis-
playing on a display of the mobile node a message suitable to
allow the user to select one of the options; code for allowing
the user to select one of the options; and code for, in response
to the user selecting the option to upgrade the existing service,
sending from the mobile node to the radio network an indi-
cation the user selected the option to upgrade the existing
service.

In a further exemplary embodiment, an apparatus includes
one or more processors and one or more memories including
computer program code. The one or more memories and the
computer program code are configured to, with the one or
more processors, cause the apparatus to perform at least the
following: receiving from a radio network a request corre-
sponding to one or more application flows between the radio
network and a apparatus, the received request indicating a
user of the apparatus should select one of the following:
declining an option to upgrade the existing service to a new
service able to support the one or more application flows with
a higher quality of experience than supported by the existing
service; or accepting an option to upgrade the existing service
to a new service able to support the one or more application
flows with a higher quality of experience than supported by
the existing service; displaying on a display of the apparatus
a message suitable to allow the user to select one of the
options; allowing the user to select one of the options; and in
response to the user selecting the option to upgrade the exist-
ing service, sending from the apparatus to the radio network
an indication the user selected the option to upgrade the
existing service.

In a further exemplary embodiment, an apparatus includes
at least the following: means for receiving from a radio net-
work a request corresponding to one or more application
flows between the radio network and a apparatus, the received
request indicating a user of the apparatus should select one of
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the following: declining an option to upgrade the existing
service to a new service able to support the one or more
application flows with a higher quality of experience than
supported by the existing service; or accepting an option to
upgrade the existing service to a new service able to support
the one or more application flows with a higher quality of
experience than supported by the existing service; means for
displaying on a display of the apparatus a message suitable to
allow the user to select one of the options; means for allowing
the user to select one of the options; and means, in response to
the user selecting the option to upgrade the existing service,
for sending from the apparatus to the radio network an indi-
cation the user selected the option to upgrade the existing
service.

BRIEF DESCRIPTION OF THE DRAWINGS

In the attached Drawing Figures:

FIG. 1 illustrates a simplified block diagram of a system
into which exemplary embodiments of this invention may be
practiced.

FIG. 2 illustrates a simplified block diagram of deep packet
inspection elements implemented in an exemplary embodi-
ment in the IP (Internet protocol) offload gateway (I0G) of
FIG. 1.

FIG. 3 illustrates a simplified block diagram of IOG inter-
action with radio network and mobile node (MN) elements in
an exemplary embodiment.

FIG. 4 illustrates a flowchart of a method for application
performance improvements in radio networks in accordance
with an exemplary embodiment of the instant invention.

FIG. 5 illustrates a flowchart of a method to upgrade ser-
vice for auser using radio resource techniques for application
flows from a radio network to an MN in accordance with an
exemplary embodiment of the instant invention.

FIG. 6 illustrates a flowchart of a method to upgrade ser-
vice for a user using core network techniques for application
flows from a radio network to an MN in accordance with an
exemplary embodiment of the instant invention.

FIG. 7 illustrates a flowchart of an exemplary method
performed by a radio network and a mobile node for certain
portions of the method shown in FIG. 4.

FIGS. 8A, 8B, and 8C illustrate different displayed repre-
sentations of requests for a user to select an option from a
number of options.

FIGS. 9A and 9B show two exemplary techniques for
displaying to a user an advertisement received in an applica-
tion flow and how that advertisement might be added to the
application flow.

FIG. 10 illustrates a simplified block diagram of another
system into which exemplary embodiments of this invention
may be practiced.

FIG. 11 illustrates a flowchart of a method for performance
improvements in radio networks in accordance with an exem-
plary embodiment of the instant invention.

FIG. 12 illustrates a flowchart of a method to allow
transcoding of media content and other operations on that
content to occur.

FIG. 13 illustrates a flowchart of a method for generating a
new portion of a media stream coded at a new media coding
rate from a portion of the media stream coded at a current
media coding rate.

FIG. 14 illustrates a flowchart of a method for retrieving
content to be used for a new portion of a media stream.
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FIG. 15 illustrates a simplified block diagram of another
system into which exemplary embodiments of the instant
invention may be practiced.

DETAILED DESCRIPTION OF THE DRAWINGS

As stated above, DPI can be used to support a number of
techniques. However, the current techniques do not support
triggering of differentiated (e.g., advertisement-based) ser-
vice delivery based on real-time performance of an applica-
tion, where real-time application performance can be deter-
mined by evaluating the metadata obtained from deep packet
inspection of multiple application packets associated with a
mobile node. Further, current techniques do not support a
billing mechanism where a user can be provided value-added
services (e.g., beam-forming) for allowing an operator to
push advertisement content to the user or to charge a premium
in order for the user to receive application content.

The instant disclosure provides techniques for implement-
ing these and other improvements. In particular, this disclo-
sure proposes techniques to trigger differentiated billing
based on deep packet inspection of multiple packets from an
1P data flow of an application, where DPI of multiple packets
is performed to obtain metadata associated with a data flow. In
an exemplary embodiment, metadata is used to identity the
real-time performance of the active application. Metadata
along with user policy may be used to decide one or more of
the following optimizations in an exemplary embodiment:

When to trigger the mobile node to switch to a premium
service (e.g., by upgrading the service of the user) to achieve
better performance; or

When to trigger the mobile node to switch to an advertis-
ing-based, value-added service delivery.

Furthermore, the premium service and value-added service
delivery in an exemplary embodiment are brought about by
increasing service to the user and a corresponding increase in
throughput to the mobile node. In order to cause the increased
throughput to the mobile node, this disclosure proposes tech-
niques to optimize RRM functionality based on real-time
application feedback. That is, deep packet inspection and
associated metadata may beused to trigger RRM (e.g., sched-
uling, handover, and the like) decisions. DPI can be imple-
mented on NodeB (a base station), IP offload gateway (I0G)
or any other access network element(s). In the examples
shown below, the IOG is shown separate from the NodeB
(also written as NB), but this is merely exemplary.

This disclosure also proposes other techniques for increas-
ing throughput to a mobile node. Techniques for optimizing
offloading functionality are proposed herein based on real-
time application feedback. These techniques may use meta-
data derived from DPI along with L1 feedback.

An exemplary system into which exemplary embodiments
of this invention may be practiced is shown in FIG. 1. The
system includes a network 170 such as the Internet, a general
packet radio service gateway serving node (GGSN) 140, a
serving GPRS (general packet radio service) support node
(SGSN) 130, an IP (Internet protocol) offload gateway (I10G)
160, a radio network controller (RNC) 120, an NB (UTRAN
Node B, where UTRAN is universal terrestrial radio access
network) 115, and a mobile node 190. The Node B 115 is a
wireless access point providing access by the mobile node
190 to the packet-based radio network 100 (comprising the
Node B 115, the RNC 120, the IOG 160, the SGSN 130, and
the GGSN 140). A core network part of the radio network 100
includes in an example the SGSN 130 and the GGSN 140.
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However, operators can also have additional routers and
transport network between GGSN and Internet point of pres-
ence.

The IOG 160 comprises a computer 161 comprising one or
more processors 171, one or more memories 180, and one or
more wired or wireless network interfaces 185, intercon-
nected through one or more buses 175. The one or more
memories 180 include computer program code 187, which
when executed by the one or more processors 171 causes the
computer 161/I0G 160 to perform one or more of the opera-
tions described herein. The mobile node 190 comprises a
computer 191 comprising one or more processors 192, one or
more memories 194, one or more wired or wireless network
interfaces 196, and one or more display/user interface (UI)
inferences 198 interconnected through one or more buses
195. The computer 191 also includes a display 199 such as a
touch screen and may include a keyboard or other input
device. The one or more memories 194 include computer
program code 197, which when executed by the one or more
processors 192 causes the computer 191/mobile node 190 to
perform one or more of the operations described herein. IOG
can also be implemented on ATCA (Advanced Telecommu-
nications Computing Architecture) compliant embedded
board. Standards bodies such as Industrial Computer Manu-
facturers Group (PICMG) consortium are working on ATCA
standardization. The packet-based radio network 100 is
packet-based because the radio network 100 is able to handle
packet-based traffic (as illustrated by packets 131). The radio
network 100 may not be limited to packet-based traffic and
may handle other traffic, such as circuit-switched traffic.

In general, the various embodiments of the mobile node
190 can include, but are not limited to, cellular telephones,
smart phones, tablets, personal digital assistants (PDAs) hav-
ing wireless communication capabilities, portable computers
having wireless communication capabilities, image capture
devices such as digital cameras having wireless communica-
tion capabilities, gaming devices having wireless communi-
cation capabilities, music storage and playback appliances
having wireless communication capabilities, Internet appli-
ances permitting wireless Internet access and browsing, as
well as portable units or terminals that incorporate combina-
tions of such functions.

The computer readable memories 180/194 may be of any
type suitable to the local technical environment and may be
implemented using any suitable data storage technology, such
as semiconductor based memory devices, flash memory,
magnetic memory devices and systems, optical memory
devices and systems, fixed memory and removable memory.
The processors 171/192 may be of any type suitable to the
local technical environment, and may include one or more of
general purpose computers, special purpose computers,
microprocessors, digital signal processors (DSPs) and pro-
cessors based on a multi-core processor architecture, as non-
limiting examples.

The mobile node 190 accesses the content 105 in the Inter-
net 170 during a session. For instance, the content 105 could
be a video of a television show or a movie. The radio network
100 (e.g., the GGSN 140 and the SGSN 130) creates a stream
108 comprising one or more application flows 109 using the
content 105 and other content (not shown) for other mobile
nodes or other applications of a mobile node. The Internet 170
in this example is a network that terminates application
flow(s) 109 corresponding to the content 105. As part of the
session, the radio network 100 forwards the stream 108 to the
associated mobile node 190, and the Node B 115 wirelessly
communicates the media stream 108 to the associated mobile
node 190. The media stream 108 includes packets 131. As



US 9,159,085 B2

7

part of the media stream 108, there are one or more applica-
tion flows 109 (comprising three of the packets 131 in this
example) that enter the IOG 160. Typically, one of the appli-
cation flows 109 corresponds to the content 105, although
multiple application flows 109 might correspond to the con-
tent. The IOG 160 then can create one or more application
flows 106 having added advertisement content 111. As
described in more detail below, when the application flow 109
meets certain criteria and based on user input, the I0G 160
can add added advertising content 111 to the application flow
109 corresponding to the content to create the application
flow 106 with the added advertising content 111. In the
example of FIG. 1, the application flows 109 and 106 may
correspond to multiple applications. Other facets of FIG. 1 are
described in more detail below.

Turning to FIG. 2, this figure illustrates a simplified block
diagram of deep packet inspection (DPI) elements imple-
mented in an exemplary embodiment in the IOG 160. The IP
data 210 includes the application flow(s) 109 of the stream
108. The DPI module 220 analyzes the IP data 210 and
therefore can determine which protocols 230 are used for
video 230-1, voice over IP (VoIP) 230-2, Web (e.g., hypertext
markup language, HTMIL ) 230-3, and any other suitable pro-
tocol 230-4 (Prot X, to indicate another protocol) and can
decipher the streams being communicated using the proto-
cols. The DPI 220 then performs the action in block 240 of
updating the MN (mobile node) flow state to create/modify
MN flow state and corresponding flow state table 241. For
instance, in the case of a stream 108 having an application
flow 109 using the video protocol 230-1, the MN flow state
241 could indicate that a video is being communicated via the
application flow 109. The DPI engine will monitor applica-
tion flows 109 between the mobile node 190 and correspon-
dent nodes in the radio network 100 and extract metadata
associated with individual application flows over a number of
packets for the flows. For example, metadata information can
contain a mean opinion score (MOS) of audio and video
application flows. The following are additional examples of
DPI metadata: application response time (such as round trip
time, RTT), latency, throughput, video quality metrics, jitter,
packet loss, and the like.

Turning to FIG. 3, this figure illustrates a simplified block
diagram of IOG interaction with radio network and mobile
node (MN) elements in an exemplary embodiment. The IOG
160 in this example includes a proxy radio resource (Prox-
yRadioResource) manager 320, the DPI engine 220, and a
proxy billing manager (ProxyBillingManager) 360. The IOG
160 also interacts with the access network radio resource
management (RRM) 330, such as a base transceiver station
(BTS) or radio network controller (RNC) and a policy and
charging rules function (PCRF) 340 via, e.g., the proxy radio
resource manager 320. The IOG 160 also interacts with a core
network billing infrastructure 370 and an advertisement
server 380 via, e.g., the proxy billing manager 360. The IOG
160 also receives and transmits application flows to the core
network (CN) data source/sink 310 and to the MN data
source/sink 350. Inthe example of FIG. 1, the CN data source/
sink 310 includes the RNC 120 and/or the SGSN 130. The
MN data source/sink 350 is, e.g., one or more applications
executing on the wireless device 190.

In an exemplary embodiment, the proxy radio resource
manager 320 performs the operations in FIG. 5. The proxy
billing manager 360 performs billing related functions
described in more detail below. The division into blocks 160,
220, 320, and 360 is for ease of reference and should not be
considered to be limiting. The functionality described in rela-
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tionship to these (and any other blocks) may be implemented
by a computer system 161 and may be further subdivided or
combined.

The DPI engine 220 will share metadata with the proxy
radio resource manager 320 for processing and making RRM
decisions. The proxy radio resource manager 320 will utilize
metadata to trigger various RRM procedures such as conser-
vative scheduling to avoid over-the-air jitter and delay, han-
dover procedures, and the like, as explained in more detail
below. The proxy radio resource manager 320 will also inter-
act with the proxy billing manager 360, e.g., to enhance a
quality of service (QoS) parameter associated with a user.

Referring now to FIG. 4 in addition to FIGS. 1-3, this figure
illustrates a flowchart of a method for application perfor-
mance improvements in radio networks in accordance with an
exemplary embodiment of the instant invention. The method
is performed, e.g., by the IOG 160 and its corresponding
constituents the DPI engine 220, the proxy radio resource
manager 320, and the proxy billing manager 360. This
method (and the methods shown in any other figure) may be
performed by the computer program code (e.g., 187, 197)
executed by processors (e.g., 171/192), or could be executed
via hardware (e.g., instructions encoded through circuitry in
an integrated circuit), or some combination of these. It is
again noted that the IOG 160 is merely one example of a
device suitable for performing operations in accordance with
exemplary embodiments of the instant invention. Other
device(s) and locations may be used.

In broad and non-limiting terms, the method of FIG. 4
operates as follows. Based on input from the DPI engine 220,
the proxy billing manager 360 would decide if the mobile
node 190 is trying to access premium content or not. Premium
content is content the existing service of the user does not
support and consequently, there is a compromised quality of
experience for the user for that content. If the user is trying to
access premium content and the user does not have the appro-
priate QoS to maintain access to the premium content, the
proxy billing manager 360 will perform certain activities in
exemplary embodiments.

As one example, the proxy billing manager 360 can inject
application layer messages to notify the user that that he/she
should switch to a premium service (e.g., upgrade the existing
service) to receive better performance. One option for the
transfer to the premium service is if the user pays for the
premium service. That is, if the user accepts switching to a
premium service, the proxy billing manager 360 would inter-
act with the PCRF 340 to, e.g., modify the QoS of the user.
The proxy billing manager 360 will also interact with appro-
priate core network entities to modify subscription informa-
tion (including billing) of the user.

As another example, the proxy billing manager 360 may
inject appropriate signaling messages to users, where each
user can decide to choose upgrade to a premium service
without paying extra subscription fees by giving up some of
his or her rights. For example, in this case, a user will give a
right to the operator to monetize a data service by injecting
appropriate advertisement content into an application flow. In
this example, the proxy billing manager 360 will interface
with Internet advertisement or local advertisement server(s)
380 to download appropriate content and push that advertis-
ing content to the user device (mobile node 190). An operator
can also decide to embed an advertisement into existing
media in an application flow. This approach would enable the
operator to generate revenue from the advertisements and at
the same time provide premium content to users who are
interested in enjoying premium content without paying an
extra subscription fee.
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The method in FIG. 4 begins in block 405, when the IOG
160 receives and processes packets from the mobile node
(MN) 190 and the core network (CN). The core network in
this example includes the SGSN 130 and the GGSN 140. In
block 410, the IOG 160 (using the DPI engine 220 and its
deep packet scan of packets 131) determines if a messageis a
control message. If so (block 410=YES), the DPI engine 220
obtains the mobile node 190 MN identification (ID), device
capability, and user policy, and creates user context in the flow
state table 241 (see block 240 of FIG. 2). Block 420 is reached
if no control message is found (block 410=No).

In block 420, the DPI engine 220 performs deep packet
inspection. In block 425, the DPI engine 220 determines if
there is a new application flow detected. An application flow
is a data flow that corresponds to an application executing on
the mobile node 190. If so (block 425=Yes), the mobile node
190 flow state is updated (in the flow state table 241; see also
block 240 of FIG. 2) (block 430). In block 435, it is deter-
mined if the mobile node 190 has the necessary QoS to
support a new application flow. If so (block 435=Yes), the
method continues in block 405. If the mobile node 190 does
not have the necessary QoS to support the new application
flow (block 435=No), this is one example of a compromised
quality of experience for the user of this new application flow.
The method proceeds to block 437, described below.

If a new application flow is not detected (block 425=No),
the method continues in block 460. In this example, the IOG
160 processes DPI protocol metadata, based on multiple
packets 131. For instance, the proxy radio resource manager
320 could determine the MOS score of voice or a video
session corresponding to the user and store this as metadata.
The proxy radio resource manager 320 could also determine
the round trip time (RTT) of packets over the core network
and store this as metadata. Metadata includes such informa-
tion as application response time (e.g., RTT), latency,
throughput, jitter, packet loss, mean opinion score, rfactor
(voice transmission rating quality), and the like. In block 465,
the mobile node 190 flow state is updated (in the flow state
table 241; see also block 240 of FIG. 2). In block 470, using
the metadata, the IOG 160 determines whether the applica-
tion performance for one or more application flows corre-
sponding to the user is degraded. If not (block 470=No), the
method continues at block 405.

It so (block 470=Yes), this is another example of a com-
promised quality of experience for a user of the one or more
application flows for which the application performance is
degraded. Both blocks 470 (if block 47-=Yes) and block 435
(if block 435=No) can end up at block 437, which is where
user is queried to determine if the user is willing to entertain
advertisements in order for the user’s existing service to be
upgraded, e.g., to support the application flow(s) requested by
the user or at least to improve the quality of experience for the
user from the current compromised quality of experience. In
block 440, it is determined if the user is willing to entertain
advertisement for upgrade in service. If block 440=No, this
means the user continues under the existing service, which
means the new application flow 109 may not be supported or
the application performance may remain degraded. Further, it
should be noted that the user can decline the upgrade in
service by not responding within a predetermined time
period. That is, the user might ignore any message(s) asking
the user to entertain advertisements for the upgrade in service.
If so (block 440=Yes), the IOG 160 informs (block 445) the
mobile node 190, such as by injecting a message into an
application flow, and the IOG 160 triggers (block 450) an
upgrade to the service, e.g., by increasing throughput to the
mobile node 190. Techniques for upgrading the service are
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shown in FIGS. 5 and 6 (and also FIGS. 10-14), and one or
more of these may be used. The methods shown in FIGS. 5§
and 6 may be triggered, meaning that the methods may be
performed multiple times to improve the service to the
upgraded service.

In block 455, the IOG 160 injects appropriate advertise-
ment content 111 for the mobile node into the application
flow 109, to create the application flows 106. The injecting
can include the advertisement content into content (such as
video, hypertext markup language content, and the like) in the
application flow 109 to create the application flow 106 with
advertising content 111. The advertising content 111 is there-
fore viewed as part of the content on the display 199 of the
mobile node 190 (see FIG. 9A, described below). As another
example, the application flow 109 includes content to be
viewed in a first window on the display of the mobile node
109. The advertisement content 111 is injected so that the
advertising content 111 is viewed in a second window sepa-
rate from the first window (see FIG. 9B, described below).

Itis assumed that the application flows 109 are IP flows and
that the user is using a browser to view the IP flows. However,
the user might not be using a browser. In this case, if a
browser-based approach is used for the query and other inter-
actions, the browser should run in the background all the time.
Alternatively, there should be a background application that
will spawn the browser as soon the background application
receives a message from the I0G 160.

A possibility not requiring the use of a browser is using an
application push notification service or similar service: Basi-
cally, a push notification service is used by some platforms to
inform a user that an application is trying to connect the
mobile node 190 of the user. The application push notification
service can be used when a user is playing a game with a
partner and somehow the user accidentally closes the gaming
application. For example, as soon as the other player makes a
gaming move, the application push notification service can
spawn the gaming application on user’s mobile node. Similar
techniques may be used here.

Another possibility not requiring the use of a browser is the
following. An operator can install an app (application) on a
smart phone that can receive notification from the I0G 160
and display that on the application for the mobile node 190.

After block 455, the method proceeds to block 405. If the
user is not willing to entertain advertisements for an upgrade
in service (block 440=No), the method proceeds to block 475,
where the IOG queries (block 480) the user to determine ifthe
user is willing to pay extra for the upgrade in service. If not
(block 480=No), the method proceeds to block 405. Note that
this means the user continues under the existing service,
which means the new application flow 109 may not be sup-
ported or the application performance may remain degraded.
Further, it should be noted that the user can decline the
upgrade in service by not responding within a predetermined
time period. That is, the user might ignore any message(s)
asking the user to pay extra for the upgrade in service.

Ifthe user is willing to pay extra for the upgrade in service
(block 480=Yes), in block 485, the I0G 160 (e.g., using the
proxy billing manager 360) updates the billing system. In
block 490, the IOG 160 upgrades the service of the user, e.g.,
by increasing throughput to the mobile node 190. Techniques
for upgrading the service are shown in FIGS. 5 and 6 and in
FIGS. 10-14, and any one or more of these may be used. The
methods shown in FIGS. 5 and 6 may be triggered, meaning
that the methods may be performed multiple times to improve
the service to the upgraded service. The method proceeds
again to block 405.
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Referring now to FIG. 5 with appropriate reference to other
figures, this figure illustrates a flowchart of a method to
upgrade service for a user using radio resource techniques for
application flows from a radio network to a mobile node 190
in accordance with an exemplary embodiment of the instant
invention. This method may be performed, e.g., by the proxy
radio resource manager 320 in the IOG 160. In block 510,
based on input from the DPI engine 220, the proxy radio
resource manager 320 infers real-time performance of the
application or of the application flows corresponding to the
application. In block 520, the proxy radio resource manager
320 determines if the scheduler, media access control (MAC)
layer, and/or the physical (PHY) layer are using a fully opti-
mized configuration for specific application for this user. If
not (block 520=No), the proxy radio resource manager 320
triggers (block 540) the scheduler, MAC layer, and/or PHY
layer to perform application-aware scheduling decision. It is
also noted that the configuration depends on the particular
system. In LTE (long term evolution), the MAC/PHY/sched-
uleris part of eNodeB (evolved Node B). However, in UMTS,
the MAC/scheduler can be split between NodeB and RNC.
The PHY layer will be part of NodeB. For example, the proxy
radio resource manager 320 could inform the scheduler and a
modem application (a MAC/RLC/PDCP/scheduler and some
call processing functionality) that a MOS score of voice (for
one application) or a video session (for another application)
of a user has fallen below a threshold so the scheduler and/or
or modem can start performing one or more of the following
optimizations:

1) Start using a more conservative modulation and coding
scheme (MCS) so that over-the-air packets are exchanged
without requiring multiple hybrid automatic repeat request
(HARQ) re-transmissions;

2) Bump up the scheduling priority of mobile node 190 so
that mobile user is able to get downlink (DL) and/or uplink
(UL) grant quickly enough and thereby minimize RTT of
packets communicated by the mobile node 190;

3) Send proactive grant in uplink to the mobile node to
ensure that mobile node is able to quickly send uplink data; or

4) Enable advanced features such as beam-forming. The
following are example beam-forming optimizations that can
be performed in, for instance, an LTE network. The network
can use real-time application performance as a trigger to
dynamically adjust the periodicity of CQI/RI/SRS reporting.
Then, if deep packet inspections indicate that end-to-end
application performance is stable, the network will trigger
RRC to inform the UE to reduce the periodicity of CQLI/RI/
SRS reporting. However, if the application performance
degrades significantly, the RRC will inform UE to report
CQI/RI/SRS feedback more frequently. The network can use
real-time application performance as a trigger to decide if a
radio signal associated with a mobile node can be sent over
how many antenna of an antenna array. For example, if end-
to-end application performance is stable, the eNodeB can
send the radio signal over only a few transmit antennas and
thereby minimize DL (downlink) radio processing overhead
in the eNodeB. However, if end-to-end performance is not
stable, the eNodeB will try to send downlink signal over all
available antenna to achieve the better diversity again.

If elements (1)-(4) (or other suitable elements) have been
performed, and no elements remain to be performed, then the
scheduler, MAC layer, and PHY layer have been optimized
and the result for block 520 would be Yes. That is, if the proxy
radio resource manager 320 does not notice improvement in,
e.g., audio or video quality of a user in spite of sending
repeated triggers, the proxy radio resource manager 320
would send a trigger to the RRC to initiate a handover proce-
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dure. This occurs in block 530. The RRC would utilize net-
work triggers along with radio link conditions to make appro-
priate handover decisions for the user. For example, the RRC
would handover user to a less congested cell or even to dif-
ferent radio access network where desired quality of experi-
ence can be maintained. If the RRC is unable to handover the
user to different cell or radio access technology (RAT), the
proxy radio resource manager 320 could also interact with
PCRF 340 to enhance the QoS of the user.

Turning now to FIG. 6 in addition to other figures, FI1G. 6
illustrates a flowchart of a method to upgrade service for a
user using core network techniques for application flows from
a radio network to a mobile node in accordance with an
exemplary embodiment of the instant invention. The method
of FIG. 6 may be performed, e.g., by the IOG 160. In block
610, the IOG 160 accesses DPI metadata. In block 620, the
10G 160 uses the DPI metadata to decide if the core network
is congested. For instance, the DPI engine 220 could mark the
state of the core network as congested if the DPI engine 220
determines that metadata associated with various flows indi-
cate the following characteristics:

Round trip time (RTT) between the mobile node and cor-
respondent node (e.g., handling content 105 in the Internet
170) has increased beyond an expected threshold partly due to
congestion in the core network; or

The radio network 100 is not able to maintain the current
quality of experience of a user and the DPI engine 220 deter-
mines that by minimizing delay over the network of the
operation, the DPI engine 220 can significantly improve the
quality of experience of the user even if the core network is
not congested.

On the other hand, the DPI engine 220 might determine
that policy indicates that parental control is enabled for a
given user. Based on this determination, the DPI engine 220
could determined that the packets for this application should
be sent to the core network (and block 630=No in this
instance). This is because if the packets are offloaded, there
may not be parental control.

Based on input from DPI engine, the I0G 160 would
determine (block 630) if IP packets need to be offloaded or
not. If so (block 630=YES), in block 640, the IOG 160 deter-
mines if the operator policy allows offloading the data flow. If
so (block 640=Yes), in block 660, the application flow is
offloaded. If not (block 640=No), the method ends in block
670.

If the core network is determined not to be congested
(block 630=No), the IOG 160 (e.g., via the proxy radio
resource manager 320) could also interact with PCRF 340 to
enhance the QoS of the user (block 650). The method ends in
block 670.

Referring to FIG. 7, FIG. 7 illustrat